Rootkits are programs that fraudulently gain or maintain administrafor level access that
may also execute in a manner that prevents detection. Once a program has gained
access, it can be used to monitor jraffic and keysirokes; create a backdoor into the system
for the hacker's use; alter log files; attack other machines on the network; and alter exisfing
system fools fo circumvent detection. Rootkit commands replace original system command
o run malicious commands chosen by the attacker and to hide the presence of the Roofkit
on the system by modifying the resulfs retfurned by suppressing all evidence of the
presence of the Rooftkit. Roofkits are an exireme form of System Modification Software.

Trojans

A Trojan is non-self-replicafing malware that appears to perform a desirable function for
the user but instead facilifafes unauthorized access to the user's computer system. Trojan
horses are designed o allow a hacker remote access to a farget computer system. Once
a Trojan horse has been installed on a target computer system, it is possible for a hacker
to access it remotely and perform various operations. The operations that a hacker can
perform are limifed by user privileges on the farget computer sysfem and the design of
the Trojan horse.

Spyware

Spyware is a type of malware that is installed on computers and collects liffle bits of
information at a fime about users without their knowledge. The presence of spyware is
typically hidden from the user, and can be difficult to detect. Typically, spyware is secretly
installed on the user's personal computer. Sometimes, however, spywares such as
keyloggers are installed by the owner of a shared, corporate, or public computer on
purpose in order to secretly monitor other users.

Malware

Malware, short for malicious software, is soffware designed to infilfrate a computer system
without the owner's informed consent. The expression is a general ferm used by computer
professionals to mean a variety of forms of hostile, infrusive, or annoying software or
program code.[1] The term "computer virus" is sometimes used as a caich-all phrase to
include all fypes of malware, including frue viruses.
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